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What You Need to 
Know About the 
US SEC’s Proposed 
Cybersecurity Rules



I N T H I S T H O U G H T P I E C E 
In March 2022, the U.S. Securities and Exchange 
Commission (SEC) proposed new rules to enhance 
and standardize disclosures regarding cybersecurity 
risk management, strategy, governance, and incident 
reporting by public companies.

This thought pieces discusses these proposed rules and 
gives examples of corporate cybersecurity disclosures 
to date.

Benchmark for Hot Topics 
with the Argyle Disclosure 
Database
Dive deeper into hot topics 
like cybersecurity and run 
benchmarks with the Argyle 
Disclosure Database. Search 
text, and parse graphics by 
theme within the industry’s 
only user-accessible 
graphic disclosure database. 

Review online or compile 
and download your selected 
disclosures as a PDF report. 

Learn more and sign up at  
add.argyleteam.com
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1 U.S. Securities and Exchange Commission. Fact Sheet Public Company Cybersecurity; Proposed Rules (March 9, 2022).

Introduction

In March 2022, the U.S. Securities and Exchange Commission 
(SEC) proposed new rules to enhance and standardize disclosures 
regarding cybersecurity risk management, strategy, governance, and 
incident reporting by public companies. Based on the SEC’s recently 
released Reg Flex Agenda, final rules are expected in April 2023, 
with many practitioners anticipating little change to the proposed 
governance disclosures when the final rules are adopted.

“The proposed amendments are designed to better inform 
investors about a registrant’s risk management, strategy, and 
governance and to provide timely notification of material 
cybersecurity incidents. Consistent, comparable, and decision-
useful disclosures would allow investors to evaluate registrants’ 
exposure to cybersecurity risks and incidents as well as their 
ability to manage and mitigate those risks and incidents.”1

Under the proposal, companies will be required to:

1 provide current reporting on Form 8-K within four business 
days after a company determines that it has experienced a 
material cybersecurity incident,

2 update any incident disclosures in subsequent 
periodic filings,

3 include annual cybersecurity governance and risk 
management disclosures, and

4 tag the new disclosures in Inline XBRL, including block 
tagging of narrative disclosures and detail tagging of any 
quantitative amounts included in such discussions.

Introduction
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1 SEC Proposed Rule Release No. 33-11038, Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure, 
page 11.

2 Id., page 36.

In light of the increasing risks that cybersecurity threats and 
incidents pose for public companies, the elevated focus of such 
risks for boards of directors and management teams, and the 
potential impact of such events on investors’ return on investment, 
the SEC believes that how a company is managing its cybersecurity 
risks is decision-useful information and that investors would 
benefit from greater availability and comparability of disclosures 
across industries regarding cybersecurity risk management, strategy 
and governance practices so that they can assess if and how well 
companies are managing these risks.1

With the new disclosures, the SEC is pushing companies to move 
beyond general statements or references about cybersecurity 
and board oversight and instead to provide investors with greater 
transparency of a company’s strategies and actions to manage 
cybersecurity risks to allow investors to: 

1 understand the potential impact on a company’s business 
model, strategy, financial condition, financial planning, results 
of operations and allocation of capital and

2 assess a company’s resiliency or vulnerability to cybersecurity 
risks in the future.1

Focus on the New Risk 
Management, Strategy, 
and Governance Disclosure 
Requirements
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Risk Management and Strategy
Under proposed Item 106(b), companies will be required to disclose policies and 
procedures, if any, to identify and manage cybersecurity risks and threats, including 
operational risk, intellectual property theft, fraud, extortion, harm to employees 
or customers, violation of privacy laws and other litigation and legal risk, and 
reputational risk.

Specifically, companies must discuss whether:

• they have a cybersecurity risk assessment program and if so, provide a description 
of the program,

• they engage assessors, consultants, auditors, or other third parties in connection 
with any cybersecurity risk assessment program,

• they have policies and procedures to oversee and identify the cybersecurity risks 
associated with use of any third-party service provider (including, but not limited 
to, those providers that have access to customer and employee data), including 
whether and how cybersecurity considerations affect the selection and oversight 
of these providers and contractual and other mechanisms the company uses to 
mitigate cybersecurity risks related to these providers,

• they undertake activities to prevent, detect, and minimize effects of 
cybersecurity incidents,

• they have business continuity, contingency, and recovery plans in the event of a 
cybersecurity incident,

• previous cybersecurity incidents have informed changes in their governance, 
policies and procedures,  
or technologies,

• cybersecurity related risk and incidents have affected or are reasonably likely to 
affect their results of operations or financial condition and, if so, how, and

• cybersecurity risks are considered as part of their business strategy, financial 
planning, and capital allocation and, if so, how.

Governance
The proposed rules are also designed to provide more detailed disclosure regarding 
board oversight of a company’s cybersecurity risk and the role of management in 
the implementation of the company’s related policies, procedures, and strategies 
to allow investors to understand how the company “prepares for, prevents, or 
responds to cybersecurity incidents.”3

Under the rules as proposed, companies will be required to provide specific 
disclosure on cybersecurity governance, including the board’s oversight of and 
management’s role in assessing and managing cybersecurity risks as well as the 
relevant expertise of management and its role in implementing the registrant’s 
cybersecurity policies, procedures, and strategies. 

3 Id., page 38.
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Item 106(c)(1) will require companies to discuss the following regarding its board’s 
oversight of cybersecurity risk:

• whether the entire board, specific board members or a board committee is 
responsible for the oversight of cybersecurity risks,

• the processes by which the board is informed about cybersecurity risks, and the 
frequency of its discussions on this topic, and

• whether and how the board or board committee considers cybersecurity risks as 
part of its business strategy, risk management, and financial oversight.

Additionally, proposed Item 106(c)(2) will require companies to describe 
management’s role in assessing and managing cybersecurity-related risks and 
in implementing cybersecurity policies, procedures, and strategies. The SEC has 
indicated that, at a minimum, companies should discuss:

• whether certain management positions or committees are responsible for 
measuring and managing cybersecurity risk, specifically the prevention, mitigation, 
detection, and remediation of cybersecurity incidents, and the relevant expertise 
of such persons or members,

• whether the company has a designated chief information security officer, or 
someone in a comparable position, and if so, to whom that individual reports 
within the company’s organizational chart, and the relevant expertise of any such 
persons,

• the processes by which such persons or committees are informed about and 
monitor the prevention, mitigation, detection, and remediation of cybersecurity 
incidents, and

• whether and how frequently such persons or committees report to the board of 
directors or a committee of the board of directors on cybersecurity risk.

Directors’ Cybersecurity Expertise
Lastly, the proposed rules amend Item 407 of Regulation S-K to require disclosure 
about the cybersecurity expertise of members of the board of directors, if any. 
In addition to what companies may already be providing in board biographies or 
skills matrices, they will have to disclose the name(s) of any director and include a 
detailed description of the nature of the expertise for any member of the board who 
is determined to have cybersecurity expertise.

While the rule does not define what constitutes “cybersecurity expertise,” it does 
include the following non-exclusive list of criteria that companies should consider in 
reaching a determination on whether a director has expertise in cybersecurity:

• prior work experience in cybersecurity, including, for example, prior experience 
as an information security officer, security policy analyst, security auditor, security 
architect or engineer, security operations or incident response manager, or 
business continuity planner,

• certifications or degree in cybersecurity, and
• knowledge, skills, or other background in cybersecurity, including, for example, in 

the areas of security policy and governance, risk management, security assessment, 
control evaluation, security architecture and engineering, security operations, 
incident handling, or business continuity planning.

7



Trends in Investor Communications

In anticipation of the new disclosure requirements, companies could begin to consider what their disclosure 
will say if the rules are adopted as proposed. Fortunately, given the increased focus on board oversight of 
cybersecurity risks in many proxy statements as well as discussions of cybersecurity programs in companies’ 
Environmental, Social and Governance (ESG) reports, issuers have examples already covering many of these 
topics to look to as they begin developing their disclosures.

2021 Aflac Business & Sustainability Report

 2022 Aflac Proxy Statement

Examples of Existing 
Cybersecurity Disclosures in 
Proxy Statements and  
ESG Reports
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2021 Analog Devices Environmental, Social and Governance Report

 2022 Bank of America Proxy Statement

9

https://www.analog.com/media/en/company-csr/2021-esg-report.pdf#page=28
https://d1io3yog0oux5.cloudfront.net/_83f86644dd6c0a68ef35de5ca4ea389f/bankofamerica/db/867/9640/proxy_statement/BAC+Proxy+Statement+ADA+%281%29.pdf#page=36


Trends in Investor Communications

Going  
Forward

With concerns regarding wide-spread adoption of digital technologies and 
the proliferation of ever-changing cyber-attacks, cybersecurity risks will 
remain at the top of the list of concerns for companies, their boards of 
directors and management teams. The proposed rules are only the latest 
efforts by the SEC to ensure that public companies are providing their 
investors information on the risks and impacts of cyber events and incidents.4 
Stakeholders will continue to seek more and higher quality disclosures on 
governance issues related to key risks facing companies with which they 
invest, as well as those on whom they rely and with which they do business.

As a result, while the final rules are not anticipated in advance of the filing 
of the 2022 Annual Report on Form 10-K for year-end companies, many 
companies will continue to include enhanced disclosures related to board 
oversight of risks, including cybersecurity, in their 2023 proxy statements, as 
well as strengthen and evolve discussions of their cybersecurity programs in 
their ESG reporting.

Prior to the finalization of the rules, companies could review their existing 
policies and programs, or consider formalizing their practices if not already 
documented, to determine what the current procedures are within the 
organization and if any changes are desired prior to having to provide 
detailed public disclosures. Governance practitioners could consider each 
of the required elements, prepare the related disclosures and confirm with 
others within the organization that the draft disclosures are consistent with 
actual practices. Boards and management teams could use the time before 
adoption of the rules to think about the existing governance structure and 
composition of the board of directors, what will be required to be discussed 
if the rules are adopted as proposed, and any needs of the company to 
optimize their practices.

4 See Division of Corporation Finance, CF Disclosure Guidance: Topic No.2 Cybersecurity (October 
13, 2011), and U.S. Securities and Exchange Commission, Commission Statement and Guidance on 
Public Company Cyber Security Disclosures (February 26, 2018).
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